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Decision/action requested

It is requested to approve this contribution.
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Rationale

As FN-RG connects to 5GC is a part of normative work, and based on the agreement from SA2, the FN-RG is authenticated by the wireline network, and the authentication result will be informed to the 5GC. Therefore, the 5GC will know whether the FN-RG is authenticated by wireline network or not. Based on this, the requirement is added to say “5GS shall know the FN-RGs is successfully authenticated.”

The Editor’s Note in the threat part is also deleted.
4
Detailed proposal

********BEGIN OF CHANGE********
5.2

Key Issue #2: FN-RG authentication and authorization

5.2.1
Key issue details

Scenario 2 in TR 23.716 [2] describes how a legacy FN-RG without support of 3GPP procedures is connected to the 5GC via the W-5GAN. This key issue studies authentication and authorization aspects related to the FN-RG:

-
The FN-RG does not support 3GPP protocols, so it cannot authenticate to the 5GC by EAP-AKA' or 5G AKA. It needs to be studied which entity authenticates the FN-RG and whether 3GPP nodes need to support further authentication methods. 

-
The Interworking function of the W-5GAN interfaces the 5GC using the 3GPP reference points N1, N2 and N3. Expressed differently, the W-5GAN sends NAS messages on behalf of the FN-RG. Authorization of the FN-RG by the W-5GAN may hence be needed.

-
The FN-RG will use identifiers not specified in 3GPP, e.g. the line ID. It needs to be studied how these identifiers interplay with 3GPP identifiers such as SUPI, SUCI and PEI, especially in relation to authentication. 

5.2.2
Security threats

If the FN-RG is not authenticated, an attacker may impersonate the FN-RG and hence gain access to the 5GC.
If the 5GC does not know whether the FN-RG is authenticated or not, the 5GC may provide service to an unauthenticated FN-RG which is a waste of resource. Besides, it is against on the 3GPP trust model if FN-RG connects to 5GC without checking the authentication result.


5.2.3
Potential security requirements

5GS shall have the knowledge whether the FN-RGs has been successfully authenticated by the wireline network.

********END OF CHANGE********
